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CHAPTER 1

INTRODUCTION

WHAT IS DOCKER?

Docker allows you to package an application with all of its dependencies into a standardized
unit for software development. Docker containers wrap up a piece of software in a complete
filesystem that contains everything it needs to run: code, runtime, system tools, system libraries
- anything you can install on a server.

App 1 App 2 App 3
Bins/Libs Bins/Libs Bins/Libs

Docker Engine

Operating System

Infrastructure
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DOCKER ARCHITECTURE

To get started with Docker, first you need to setup a Docker Engine. Docker Machine
automatically sets up Docker on your computer, on cloud providers, and inside your data
center. Docker Machine provisions the hosts, installs Docker Engine on them, and then
configures the Docker client to talk to the Docker Engines.

{DOCKER_HOST—(S:

Docker client

Docker daemon 7

Figure 2
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CHAPTER 2

DOCKER MONITORING CAPABILITIES

MONITORING DOCKER

This PowerPack utilizes SSH connections to execute remote Docker commands on hosts to
collect data for configuration elements, performance metrics and status checking for all Docker
components. Contained within the pack is a ready-to-use credential that contains the default
username and password for Docker Hosts.

The packs help you monitor the following Docker Host/Container statistics:

* Docker Host Configuration

o CPU
Docker Root Directory
Docker Version
HTTP Proxy
Index Server Address
Kernel Version
Operating System

o Total Containers
e Docker Host Performance

o Total Memory
* Docker Container Configuration
* Docker Container Block 10
e Docker Container CPU
* Docker Container Memory
e Docker Container Network

O O O O O O
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CHAPTER 3

INSTALLING THE POWERPACK

OVERVIEW

In this chapter, we will install the Docker PowerPack and then configure the credential for
manual alignment of data collection.

A valid Docker credential to access the Docker Host
A valid admin user name and password for Sciencelogic

INSTALLATION

Obtain the latest copy of the Docker dependency tar (docker_dep_installer.tar). Follow the
instruction below to setup the library dependencies for the Docker Powerpack.

Install directions:

1. Install dependencies
a. Transfer docker_dep_installer.tar.gz to the collector
b. Unpack .tar file
i. tar -xvf docker_dep_installer.tar.gz
c. Change directory to docker_dep installer/
i. cd docker_dep installer
d. Execute the installer
i. sh docker_dep _installer.sh -i
ii. OR sh docker_dep installer.sh --install

You can follow the Uninstall directions to revert the libraries if
required:
1. Navigate to unpacked docker installer location from Install
directions - 1 - ¢
2. Execute installer revert
a. sh docker_dep_installer.sh -r

b. OR sh docker_dep installer.sh --revert

4 © 2016 Sciencelogic, Inc. All rights
reserved



SCIENCELOGIC | DOCKER POWER-PACK

2. Install Docker PowerPack

Obtain the latest copy of the Docker Integration PowerPack. In this document, we will be using
version 0.8.3.2 of the PowerPack. Using normal PowerPack installation procedures, go to the
System tab, select Manage\PowerPacks, and then select the Action button, and select “Import
PowerPack”.

Registry System Preferences

Events Classes Reports Widgets Dashbds Actions

Creds TcktTpl XSLT

Base Pack 1 No ScienceLogic, Inc. - = 21298 = = = = = = = = 1
Base Pack 12 No ScienceLogic, Inc. [2]2 214 23 = = = = - - = = &

Locate the PowerPack file, and then select the Import button.

Import PowerPack™

—
[Docker_Base_Pack_Version-0_5.em7pp ) | Browse... |
-

License: —_— ]

Click “Install” to begin the import process.

PowerPack Installer X

Install PowerPack™ | Docker Base Pack Version 0.5 [ Publisher: SciencelLogic, Inc. ]

Package Information GUID: A26C840DD2531FCC67C75B177BBB310A Revision: 22 Exported From: 7.8.2.collab-jmclean-chh
Created: 2016-05-27 10:18:08 Updated: 2016-05-27 11:02:33 Compiled: 2016-05-27 12:45:28
Package Content
Dynamic Application Version GUID Action
_-—-
2. Docker: CPU Performance 47FE99AEA624D574291543E5DBD22240 update*
3. Docker: Container Configuration 0.5 465BE7BBDC1434E1A153D58619B8D8F! update*
4. Docker: Container Discovery 0.5 04877AB34D8370D12F1C04D8AC4ABDA update*
5. Docker: Host Configuration 0.5 4D01D75C3EE5E07D04B2E3EF4102BC8  update®
6. Docker: Host Performance 0.5 34DDE9CF143A6045F7113B8039A766F3 update*
7. Docker: Memory Performance 0.5 F8E87FBCC6633402C98995AFD34E95D! update*
Installation Key: [ 29yoTQOO8atp1 IuaWVQcZSR7Y/OJDUUM&ZMJBNS%QCBC/MNUt5ysgjiaP1 iOh1PfmZ1ZAyY= ]
C >
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Once the PowerPack is installed proceed to the next section to configure the credential.

CREDENTIAL

With the PowerPack installed, we can now configure the credential. Navigate to the System
tab, select Manage\Credentials. Locate the “Docker Credential” credential and then click on
the wrench to edit it.

Credential Editor [65] X

Edit SSH/Key Credential #65 New Reset
Basic Settings
Credential Name
[Docker Credential ]
Hostname/IP Port Timeout(ms)
127.0.0.1 | 22 | (2000 ]
l‘l' \ Username Password
N\[DOCKER_SSH_USERNAME})/ ] [sosoeceseccccececencs ]
ee————
Private Key (PEM Format)
Z
e Set the Hostname/IP to match that of the IP Address of the Docker Host.
e Timeout should be >= 2000.
e Add the Docker user account to “Username” and set the Password to match that of
your Docker system
* Click “Save As” to create a new copy of this credential.
6 © 2016 Sciencelogic, Inc. All rights

reserved
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CHAPTER 4

DISCOVERING DOCKER

CREATE A DISCOVERY SCOPE

In order to discover a Docker system, you will need to first create a Discovery scope.
Sciencelogic requires only an IP Address for the Docker API interface and a valid Docker
credential in order to complete discovery.

To create a new Docker Discovery, navigate to Systems > Discovery page then select the
“Create” button.
T i

¥ Manage
Applications

Collection Labels
Credentials Session Name IP/Hostname List Collector Or Pings  Rediscovery User Edit Last Edit «

Tickets Knowledge Reports Registry Preferences

Discovery Control Panel | Sessions Found [2]

Custom Afributes ( ) ) ) [ I G )
Discovery 1. ARIPRE T oA 0] 10.33.3.102 iem7-01a System No  Disabled em7admn 0160121105241 Q@ /@
PowerPacks 2. J#rpure-01.rdu.eplus.lab 10.33.3.99 iem7-01a System No Disabled em7admin 2016-01-21 10:52:12 Qe7:E U

Screens
SSL Certificates
Access Hooks
Access Keys

» Customize

b Settings

» Tools

» Monitor

On the Discovery Session Editor, ensure the “Docker APl | Example” is selected. (If you
created your own account in Docker and in the credentials of Sciencelogic, use that instead.)

* Assign a Unique Name to the Discovery Scope
* Make sure “Discover Non-SNMP” is checked

* Add the IP address of the Docker system

* Click “Save As"”

Note: The Discovery session will only model a basic “pingable” device; you will need to
manually add the “Docker Discovery” application to the device.

7 © 2016 Sciencelogic, Inc. All rights
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[ NON
10.2.2.5
Discovery Session Editor | Editing Session [1] New Reset
Identification Information
Name | ) ©@  Description (7]
Z
IP and Credentials Detection and Scanning Basic Settings
IP Address/Hostname Discovery List Initial Scan Level I Model Duplication
10.2.2.6,102.2.7,102.2.8 @ | (([System Default (recommended) ] Non-SNMP Y Devices DHC& P’°‘99“i°"
Scan Throttle
2 ([ System Default (recommended) ] Collection Server PID: 1
(Browse for file S | Browse... | Port Scan Al IPs ((em7_ao] . ‘) e
2 © ([ System Default (recommended) ] 4) (] =
Port Scan Timeout Organization
SNMP Credentials (([System Default (recommended) ] 1) e (([system] 9 e
( ) (7] ) Add Devices to Device Group(s)
Cisco SNMPV3 - Example Detection Method & Port 0 [ ] 0
EM?7 Default V2 [ ) Please create a device group first
EM?7 Default V3 [ Default Method ]
IPSLA Example UDP: 161 SNMP
LifeSize: Endpoint SNMP TCP: 1 - tcpmux
Nexus snmp TCP: 2 - compressnet
SNMP Public V1 TCP: 3 - compressnet
SNMP Public V2 TCP: 5 -rjie
" TCP: 7 - echo
Other Credentials e TCP: 9 - discard
[ l TCP: 11 - systat
\\;mware: A(I‘;/IIQF:j Broker nterface Inventory Timeout (ms|
ware: vClou
. (Booooo e
A Maximum Allowed Interfaces
[ [10000 e
S ly Device Template
Video Performance SSH Bypass Intejaglnvenlory ([ Docker Template 5 A] (7]
TeESe——
Log All
=

Run the Discovery in the Discovery Control Panel by clicking the lightning bolt icon next to
your Docker Discovery Scope

Session Name IP/Hostname List Collector Organization Pings  Rediscovery User Edit Last Edit »

( ) ) I )L ) )| G ¢

. }Docker Discovery 10.2.2.6,10.2.2.7,10.2.2.8 em7_ao System Yes  Disabled em7admin 2016-08-15 07:15:39

When complete, navigate to Registry > Device and select the Docker device.

© 2016 Sciencelogic, Inc. All rights
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CONFIGURATION & PERFORMANCE DATA

PERFORMANCE METRICS

The Docker PowerPack includes support for the following metrics:

* Docker Host Configuration

o CPU
Docker Root Directory
Docker Version
HTTP Proxy
Index Server Address
Kernel Version
Operating System

o Total Containers
e Docker Host Performance

o Total Memory
* Docker Container Configuration
* Docker Container Block 10
e Docker Container CPU
* Docker Container Memory
e Docker Container Network

PERFORMANCE DATA

The Docker PowerPack includes both the Docker Host and Docker Container Statistics

O O O O O O

Docker Host Configuration Data

ece
10.2.25
[ Cose | Swmay | Poiomane | Tovoooy | Conles | i ]

pppppppppp 10228 Wanaged Type | Physical Device
Gategory | Cloud.Compute
Sub-Class | Docker Host
Uptime |0 days, 00:00:00
Colicton Time | 2016-08-15 07:32:00
Group  Coliscior (CUG | em7_a0

Docker: Container Discovery

Docker: Host Configuration ‘Snap-Shot Date [2016-08-15 07:30:00]

® Installed Memory 1040748544
R Installed Memory -~
% Total Containers 6
 Total Containers -~
& Docker Root Directory varflib/docker
® Docker Root Directory -
R CPU Count 1
® CPU Count -

% Docker Version 1414
 Docker Version -~

% Operating System Ubuntu 16.04 LTS

® Operating System 5

% Index Server Address hitps:/index.dockeriov1/
R Index Server Address -~

& Kemel Version 4.4.0-21-generic

9 © 2016 Sciencelogic, Inc. All rights
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Docker Host Performance
[ XON )
10.2.2.5

[ | torreom

Device Name | 10.2.2.8 Managed Type = Physical Device
IP Address / ID | 10.2.2.8 | 12 Category  Cloud.Compute
Class  Host Sub-Class ~Docker Host
Organization | System Uptime 0 days, 00:00:00 Docker Host
Collection Mode | Active Collection Time | 2016-08-15 07:27:00
Description Group / Collector |CUG | em7_ao

Device Hostname

» Overview [ options [ Repont | System Vitals Summary Report mml
w Docker: Host Performance iZoom | 6H |12H - Max From: 08/14/2016 07:2 To: (08/15/2016 07:2
Memory Utilization
CPU Utilization
100.04
1ms
100.02
‘ ‘ . 0.75ms
100 L | |
’ ‘ 0.5ms;
| | |
| \
| 0.25ms
T T T T T
10:00 13:00 16:00 19:00 14. Aug (UK 00 04:00 07 00
10:00 13. Aug T [1000 14. Aug T
J [ [ |
_ Data Missed
_ TypelLabel GraphType Trend  Mouse-over Min Max Avg Polls
Date R: e :
ate Range Selection Wi Availabilt 100 100 100 0
Start (2016-08-13 07:31:3] ] 4 lLatency 0.090 1.340 0180 0
End (2016-08-15 07:31:37 i1

Canurinht @ 2002 - 901R Sriancal anic Ine Al

hte racarvad 7 8 2 rallah.imelaan.chh -

Docker Container Configuration Data

Topaogy
et | roee SR e

Device Name | cassandra-test Managed Type - Component Device:
D |51 Category ' Cloud.Service
Class | Container sub-Class Docker Container
Organization | System Uptime |0 days, 00:00:00 Docker Container

Root Device 10.2.2.8
Parent Device 10.2.2.8

Device Hostname

Group / Collector CUG | em7_ao.

Docker: Container Configuration

Snap-Shot Date [2016-08-15 07:30:00]

& Container ID

% Name Icassandra-test

% Image ID sha256:7

® Created 2016-05-19T16:45:54.847883932Z

% Image Name  cassandra:latest

72/resolv
Path-ResolveConf .conf

Path-Hostname
® Path-Hosts i i 72/hosts
% Path-Log
Container State
Date Time Started Process ID Status
1. 2016-05-19T16:45:55.507718229Z 3380 running
Graphics Driver Group
Driver Device ID Driver Device Name Driver Device Size Driver Name
1.0 = - - aufs
Network Settings
Network Gateway Network IP Address Network MAC Address
1. 17217.0.1 17217.03 02:42:ac:11:00:03

© 2016 Sciencelogic, Inc. All rights
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Docker Container Performance

[ o | Ews | Toes [EmEEe S| o[ Organiaion |
Device Dashboard: | Docker Container %

cassandra-test: CPU Utilization (%) (Last 12 hours) cassandra-test: Memory Utilization (%) (Last 12 hours)
0.3% [25%
0.25% | lb0%
0.2% |
15%
0.15%
10% |
0.1% |
0.05% 5%
0% T T T T T T 0% T T T T T
20:00 14. Aug 00:00 02:00 04:00 06:00 20:00 14. Aug 00:00 02:00 04:00
[ —_— test: CPU Utilization (%) ] [ — cassandra-test: Memory Utilization (%) ]
Block Input (B) and Block Output (B) (Last 12 hours) Received Bytes (B) and Transmitted Bytes (B) (Last 12 hours)
[7GB |
[7kB
BGB
kB
15GB @
lsie
4GB | [4kB
BGB 1BkB |
12kB
2GB
[1kB |
GB T T T T T T T T T T T
20:00 14. Aug 00:00 02:00 04:00 06:00 20:00 14. Aug 00:00 02:00 04:00
l — -test: Block Input (B) — test: Block Output (B) | l — andra-test: Received Bytes (B) — test:

[ bop | Eew | Toes e e o [ o | orgensaion |

Device Name | cassandra-test Managed Type ' Component Device
D |51 Category | Cloud.Service
Class | Container Sub-Class - Docker Container
Organization | System Uptime | 0 days, 00:00:00 Docker Container
Root Device 10.2.2.8 Group / Collector CUG | em7_ao

Parent Device (10.2.2.8

Device Hostname

» Overview [ options | Report | Docker: CPU Performance | CPU Utilization

» Docker: Memory F Zoom | 6H [12H [1D | Max | From: 08/14/2016 07:4 To: 08/15/2016 07:4

w Docker: CPU Performance
CPU Utilization

» Docker: Network Performance
» Docker: Block 10 Performance

"V vy

T T

1000 13:00 16:00 19:00 14. Aug 01:00 04:00 07:00
13. Aug d] 10:00 14, Aug [E
[ [ i B
| < [¥er oo
i TypelLabel GraphType Trend Mouse-over Min Max Avg Polls
Date Range Selection:
9 /] CPU Uf 0.140 2.970 0247 0

Start (2016-08-13 07:44:4) i
End (2016-08-15 07:44:4) i
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